
It’s no 
longer 
about 

what AI is 
— it’s 
about 

what we 
ask it.
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Types of AI Hallucinations
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AI Hallucinations in Financial Analysis
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Mitigation AI Hallucinations
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Factor Deep Research Agent Mode

Goal Understanding, comparing, 
analysing, synthesizing knowledge

Doing, executing, automating workflows

Output Reports, summaries, analyses, 
insights

Actions, completed tasks, updated 
systems

Input Open-ended query (“Explain 
impact of GST rate change”)

Specific instructions (“Login → download 
Form 26AS → save in Sheet”)

Risk Level Low (only reading & summarizing) Medium/High (can affect live data, 
payments, filings)

Best For Strategy, learning, drafting, 
advisory

Compliance tasks, admin work, 
repetitive online workflows
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Virtual Desktop Feature: 
ChatGPT's Secure Sandbox
When enabled, ChatGPT opens a secure, sandboxed desktop in the 

cloud where it can:

• Navigate real websites

• Download and handle files

• Fill forms and execute tasks like a human



Safety Architecture

Sandboxed & Ephemeral

Isolated environment 

destroyed after session ends

Permissioned Steps

Agent asks approval before 

consequential actions

Traceability

Full action log maintained; can stop at any step



Privacy Concerns

Credentials & Sensitive Data

Inputs go through OpenAI's servers; enter 

sensitive data in desktop session, not chat

Downloaded Data

Files temporarily stored in sandbox; deleted 

after session

Screen Visibility

Agent's actions visible in your session; 

potential residual exposure risk

Third-Party Sites

Risk of account lock if site detects unusual 

login patterns



Risk Level Assessment

Low Risk

Non-sensitive workflows 

(booking events, public 

data, form filling without 

personal identifiers)

Moderate Risk

Professional work with 

client data, but 

anonymized files or no 

shared credentials

High Risk

Directly sharing passwords, 

PAN, Aadhaar, bank logins, 

or confidential documents



Practical Precautions for CAs / 

Finance Professionals

Use one-time logins

✅ Use one-time logins (OTP-based, session passwords) rather than 

your permanent credentials.

Protect sensitive information

✅ Avoid typing sensitive IDs/passwords in chat. Enter them directly 

when the agent prompts the desktop login field.

Secure downloaded files

✅ Download client ITRs, challans, etc. into a local secure folder (or your 

firm's Google Drive) immediately—don't leave them in the session.

Limit access appropriately

✅ Treat the virtual desktop as a junior staff assistant—good for 

automation, but don't hand it unchecked access to client portals.



Bottom Line

The virtual desktop is relatively safe for routine, semi-sensitive automation (e.g., 
downloading forms, filling non-financial registrations), because it's sandboxed and 
ephemeral.

But for critical confidential client data (Income-tax portal, MCA filings, GST returns), you should treat it with 
caution—don't hand over permanent credentials, and always control the flow of sensitive information.

Remember to maintain a balance between leveraging the automation capabilities of the virtual desktop feature while 
implementing appropriate security measures for sensitive financial data.



December 2025 @ CA Karan Chandwani 15



December 2025 @ CA Karan Chandwani 16



Case Bias Type Details

Amazon (2014–15) Gender
Penalized resumes with “women’s” due to 

male-dominated training data

iTutor (2022) Age
Automated rejections of older applicants 

(55+/60+) led to EEOC settlement

Workday (2023–)
Age, race, 

disability

Collective lawsuit over systemic rejection of 

older, Black, and disabled applicants

Regulation (2023–) ZIP code usage
Laws ban use of ZIP as proxy to avoid 

discrimination against protected groups
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AI best practices moving forward

• Implement an AI use policy.

• Conduct AI audits: Regularly evaluate AI tools for potential biases against protected

classes and document results.

• Review vendor agreements: Ensure AI vendors provide transparency regarding how

their algorithms function, confirm compliance with anti-discrimination laws, and carefully

scrutinize warranty, disclaimer, and indemnity provisions.

• Implement human oversight: AI should be used as a tool—not a sole or substantial

decision-maker—for hiring, promotions, and terminations. Human review is crucial and

internal policy controls should be implemented to ensure appropriate human involvement.

• Monitor legal developments.
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WHERE AI CAN GO HORRIBLY WRONG (AND COST US BIG TIME)

• AI misinterprets tax laws (AI has one big flaw: It's not actually intelligent. It

doesn't "know" anything. It just predicts what sounds right based on past

information. And when it's wrong? It's still confidently wrong.) AI’s

tendency to oversimplify complex tax law.

• AI generated mistakes (misclassifies income or deductions, misapplies tax

credits, pulls outdated information).

• AI can't handle complex tax situations (but thinks it can).

• Privacy and security risks (because AI stores your data).

• Don't forget, AI is just a tool... not a tax expert !!
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XAI – EXPLAINABLE AI
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REDUCING 

HALLUCINATIO

NS IN 

GENERATIVE 

MODELS
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Thank you!
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